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Abstract

Security is becoming a hot topic these days. One of the most frequently asked questions on security is network security evaluation checklist. While there is no definitive answer to this question, in this paper we offer our checklist. This checklist stems from years of experience auditing network and system security.
Our checklist is a result of merging various security evaluation methodologies and techniques. These include the Open-Source Security Testing Methodology Manual (OSSTMM), and the famous Hacking Exposed-book methodology. From these sources there is a recurring  theme that we take and apply it in our work.

Our checklist consists of (1) evaluating topology, (2) penetration testing from outside and inside network, (3) evaluating network devices, such as routers, switches, firewalls, IDS, (4) evaluating servers, (5) evaluating applications, and (6) evaluating policy and procedures. In this paper we elaborate the idea behind the checklist, give a walk through of the steps, and provide a list of tools related to the activity.
1 Introduction

Security is the top concern for major companies for the last two years. Various statistics have shown this.
There are computer security, application security, and network security. Computer security deals with security related to operating systems and configuration in servers, workstations, and computers in general. Application security deals with applications in the servers. Network security deals with network and its devices. Network security is becoming a top concern since most servers and applications are connected through network, either in a form of local intranet and/or Internet.
While we can separate the security of each component, usually we think them as one entity. Thus, when people say network security, it may include the security of servers and applications. We use the term “system security” for this.
Evaluating the security status of one’s system regularly has become the best practice these days. Unfortunately, this activity is usually done in an ad hoc basis, with varying results. Another problem is that most internal audit and IT personnel are not familiar with security audit. One of the most frequently asked questions is the availability of a security checklist. In this paper we bring our experience in evaluating security. Specifically, we provide a generic checklist that we use regularly.
2 Security Evaluation Methodologies

Security evaluation or testing for commercial entities is still at its infancy. Thus, it is still evolving. Sometimes there is a confusion that security evaluation equals to penetration testing. It is true that many security evaluation methodologies include penetration testing, but it is not the only way.
One way to test the security status is to think like a hacker
. The “Hacking Exposed” book [1] is considered to be one of the first to document hacking process. It formulates steps in hacking in a logical manner. This book becomes a must for a hacker.

Another initiative, led by Peter Herzog, created a methodology called “Open Source Security Testing Methodology.” They produced a manual, called Open-Source Security Testing Methodology Manual (OSSTMM)
 [2]. This initiative is more formal and complete than the hacking exposed techniques.

Our security checklist derives from these works
3 Security Checklist

Our security checklist contains the following items; (1) topology evaluation, (2) penetration testing from outside and inside network, (3) network device evaluation, (4) server evaluation, (5) application evaluation, and (6) review of policy and procedures. Each item will be discussed in the following sections.
3.1 Topology Evaluation
Topology evaluation tries to evaluate the design of the network and system under test. The design is important as it is the main source for implementation. Things that we look under this category are the segmentation of the network, whether internal controls – such as the use of firewall and Intrusion Detection System (IDS) – are already in place or not. By evaluating the topology we can quickly find the most vulnerable aspect.
From our experience, security is usually ignored during the design process. Hence, it is more difficult to secure the system in the long run. It is also more expensive.

Another common problem is that the documentation is usually not up to date or even does not exist. Topology documentation is usually done manually with Microsoft Visio. It is uncommon to find documentations generated by network monitoring tools.
3.2 Penetration Testing

Penetration testing is done to check whether an intruder can penetrate the system in a given time.

Penetration testing is usually done from the external network with limited information. We extend this by adding more information and by performing the attack from the internal network. Thus, there are three steps in our penetration testing.
The first step in penetration testing is to perform an attack from external network – usually the Internet or extranet – with limited information. The information that is needed is a list of IP addresses and time frame to perform the test. This is done to avoid testing the wrong servers. In some cases not all servers are included in the testing due to business considerations. For example, there may be a server that is used for production during the test. An equivalent server (with the same configuration) is usually used for testing. The tester must submit a list of IPs that is being used to perform the penetration testing to avoid being filtered by IDS.
After the first step is carried out, we move to the second step. The second step in penetration testing is still carried out from the external network, but with additional information. For example, the tester is given the topology, list of operating systems and applications. Based on this, a more focused or targeted attack can be crafted.
The third step in our penetration testing involves attacking from the internal network. This step must be coordinated with the local administrators to localize and minimize the impact (if any) to the business process.

Tools are used to initiate the penetration testing process. We use heavily on open source tools such as nmap
, nessus
, and commercial tools. We go through the reports produced by these tools to remove false positives and to find the most vulnerable aspects. If necessary, we verify the data by hand and use exploits to confirm. Here, creativity and broad-and​-deep knowledge of the tester is needed. Automated tools can only help.
Our experience shows that while the attack from external network produces a minimal impact, attack from internal network usually produces a lot of vulnerabilities. This is consistent with surveys from CSI/FBI that internal (disgruntled) employee is also a source of fraud or attack.
3.3 Network Device Evaluation

Network devices are the backbone of network. Thus, the security status of these network devices is important. Sometimes the device is prone to single point of failure after a successful Denial of Service (DoS) attack.
Our definition of network devices includes routers, switches and hubs, firewalls, and Intrusion Detection Systems. Each network device has its own testing procedures.
Our experience shows that common error include misconfiguring the device or the use of old device (with old software or firmware). Misconfiguring the device includes the improper use of ‘public’ as community string in SNMP configuration. This is a default configuration that is left unchanged – either by accident or intentionally – by the administrator.
Another difficulty in securing the network devices is the lack of security policy. Devices, such as firewall and IDS, implement security policy. Thus, if there is no security policy, what do these devices do? We discuss policy in a separate section.
3.4 Server Evaluation
Servers provide services through applications run on them. The security of servers is critical to the security of the whole business. In server evaluation we focus on the operating system and server configuration.

Our experience shows that common vulnerability include the use of old and un-patched operating systems, the use of weak passwords, and improper configurations (writeable directories). Sometimes this happens because of the lack of knowledge or because of limited resources (a small number of admins supporting a large number of servers). 
The variety of servers – in terms of platforms, architectures, vendors and OS versions – makes it difficult to evaluate servers. In our case we are fortunate to have individuals who have experience with mainframe, UNIX, and workstations. We can only imagine that this task cannot be done by a fresh graduate (or a student for that matter). Even certified individual usually has limited knowledge. This is why selecting security evaluator/auditor is important.
3.5 Application Evaluation

Services are provided with applications. These applications can be developed internally, outsourced, or purchased as an off-the-shelves product. Either way, the security aspect of the application is very important, but sometimes neglected.
Application security evaluation is more involved process. Problems with application evaluation include the lack of source code, lack of documentation, and unwillingness of business owners.

There is a difference between application testing during software development and application testing for security. In application testing during software development, the main focus is on functionality and sometimes on performance. Application testing from the security point of view added another dimension in that error (either in form of design flaw or manifest itself in form of bugs in the implementation) does not create a security hole. In conventional application testing, errors may happen by accident or unintentionally. On the other hand, from security point of view, errors may happen intentionally by users who try to exploit the vulnerabilities. Thus, attacker’s view must be considered.
Application evaluation can be done in two ways; black-box testing and white-box testing. In black-box testing, application is tested with various combinations of inputs. Inputs are crafted to exploit or crash the applications. Thus, there is no restriction in the combination of inputs. For example, if an application requires that the user enter PIN number, alphanumeric characters are then tested as input. If the application crashed, there may be vulnerability that can be exploited. Black-box testing does not require access to source code.
In white-box testing we evaluate the source code for design flaws or programming errors.  Thus, access to source code is necessary. Tools, such as static source code analyzer, may be used to automate the process. However this depends on the language that is used to develop the application.
Our experience shows that there is a lack of security knowledge in developer’s mind. Security is often neglected during the design and only added as patches when necessary. This is why we ended up with so many security holes. To improve the quality of software, in terms of security, the US National Cyberspace Security Partnership recently issues a document called “Improving Security across the Software Development Lifecycle.”

3.6 Policy and Procedure Review

Policy and procedures (P&P) is the foundation of effective security implementation. Unfortunately, many institutions do not have a proper policy and procedure. This lack of policy makes it difficult for administrators to manage their system. For example, the configuration of firewall depends on the policy. Should we block all ports and only allow that is specifically allowed? Or should we allow everything and only block that is necessary? This decision depends on the policy.
If policy and procedures are in place, we can review them. We use ISO 17799 as the basis of our review. Our experience shows that most of policies we have seen are still far from comply with ISO 17799. We usually suggest that our client make an initiative to improve the policy and procedure so that the gap with ISO 17799 is smaller as time goes by. 
4 Concluding Remarks

This paper documents our security checklist and our experience in using the checklist for security evaluation / audit. While still in early stage, we hope that our checklist can be used be security professional to perform security evaluation.
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